%{0 ComponentSpace

ComponentSpace
SAML for ASP.NET
ADFS
Relying Party

Integration Guide

Copyright © ComponentSpace Pty Ltd 2004-2024. All rights reserved.
www.componentspace.com



ComponentSpace SAML for ASP.NET ADFS Relying Party Integration Guide

Contents
TaL o geTo U Te3 o o PP PPPPTRPR 1
Enabling IdP-INitiated SSO...cuuiuiiiiiiiiiiiiie et eese et s e e et s eassassansansansansenesnnnn 1
AddiNg @ RELYING Party ...eeoeeiiiiiee ettt et et et et e e e e eens 1
AddING @ ClAIMS RULE ...eiiieiiieee ettt et et et e et s eta e e ren s eenasereneaeenenas 7
Specifying the Name ID FOrmat. ...ttt s es e easeeansan s e eaanas 11
Reviewing Relying Party CONfigUration .......c.viueiieieiiiiiiiiiiiieie et eeetseneenennennsnnsensensennens 14
ADFS SAML METaOAta. .. ceeueieiiiieiiieiie ettt ettt et e et e et s etae e e ten e et e e tea e een s etaaeeenes 25
Service Provider CONfISUIAtION ....c..iiiuuiiiniiiiii ettt et et e et s et e eene s eenaeeen 26
SP-INIIATEA SSO ..ttt ettt e e et e e e tea e s e e et e e e ten e e eena e eeaaa e eanans 26
[AP-INITIATEA SSO ...t ettt e e ettt e et teae s e e tenae e e erenne s eeeenae s eeranaans 30
711 I o= o ] U | SO PP PRPPRN 34
ADFS Authentication MethOAS ... cuu it eeaae 35
Windows Integrated AUthentiCation ... ..o e 37
BrOWSEE SUPPOIT ettt et et et et e eeeneneeeeeesensensansansansanesensensensensansenns 37
Default USErNAME ..ceuuiiiiiiiiiii ettt ettt s et e taa s eeae s enaaeeeanes 38
TroublesShOOotiNg ADFS SSO ....uniiiiiiiiiiiiiir e ee e et s e s e s e e aae et sansansansanssnsanses 39



ComponentSpace SAML for ASP.NET ADFS Relying Party Integration Guide

Introduction
This document describes integration of a service provider with Active Directory Federation
Services.

The Microsoft terminology for a SAML service provider is a relying party.

Enabling IdP-Initiated SSO
Ensure IdP-initiated SSO is enabled in ADFS using the PowerShell cmdlets Get-AdfsProperties
and Set-AdfsProperties.

Get-AdfsProperties | Select EnableldplnitiatedSignonpage

Set-AdfsProperties —EnableldplnitiatedSignonPage $True

For more information, refer to:

https://blogs.technet.microsoft.com/rmilne/2017/06/20/how-to-enable-idpinitiatedsignon-
page-in-ad-fs-2016/

https://docs.microsoft.com/en-us/powershell/module/adfs/set-adfsproperties

Adding a Relying Party

Open the ADFS console and add a relying party trust.


https://blogs.technet.microsoft.com/rmilne/2017/06/20/how-to-enable-idpinitiatedsignon-page-in-ad-fs-2016/
https://blogs.technet.microsoft.com/rmilne/2017/06/20/how-to-enable-idpinitiatedsignon-page-in-ad-fs-2016/
https://docs.microsoft.com/en-us/powershell/module/adfs/set-adfsproperties
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The relying party is claims aware.
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QuAdd Relying Party Trust Wizard

Welcome
Steps
Welcome: to the Add Relying Party Trust Wizard
@ Welcome
Claims-aware applications consume claims in security tokens 1o make authentication and
@ Selzct Data Source iunhonzuhon decisions. Nou;:immsn:'m wﬂlmm %r: m%m&w
ni Authentication in internal networ| can IS ) icaton
e (F?;Ioc:/w Access Control Prmmm access. Learn more
@ Readyto Add Trust (®) Claims aware
® () Non claims aware

Beea [ ] Conce

The relying party may be configured through SAML metadata or manually.

The included SAML metadata for the ExampleServiceProvider is used.
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QU Add Relying Party Trust Wizard p 4

Select Data Source
Steps

@ Welcoms
@ Select Data Source

@ Choose Access Control
Polcy

@ Readyto Add Trust
@ Fnsh

Select an option that this wizard will use 1o cbtain data about this relying party.

(O Import data about the relying party publshed online or on 3 local natwork

Use this option to import the necessary data and certificates from a relying party organization that publshes
its federation metadata online or on a local network.

Federation metadata address fhost name or URL).

Example: fs contoso com or hitps.//www conteso com/app

@ Import data about the relying party from a file
Use this option to impart the necessary data and certificates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard wil not
validate the source of the file.
Federation metadata fie iocation:

|i2:\Temp \Example Service Provider-Metadata sl | | powse.

(O Enter data sbout the relying party manually
Use this option to marwually input the necessary data about this relying party organization.

Provide a name purely for display purpose.
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Specify Display Name
Steps

@ Welcoms

@ Selaat Data Source

@ Specfy Display Name

@ Choose Access Cortrol
Poiicy

@ Readyto Add Trust
@ Finish

QU Add Relying Party Trust Wizard

Enter the display name and any optional notes for this relying party.

Display name:

I&UrdeSemoervdu

Notes.

B |

Nexd >

Specify the access control policy.
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@ Selact Data Source

@ Specfy Display Name

@ Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

QU Add Relying Party Trust Wizard

Pamit everyons

Pemt averyons and require MFA

Pemit everyone and require MFA for specfic group

Permit everyone and require MFA from extranet access

Pamit everyons and require MFA from unauthenticated devicss

Pemit everyone for riranet access
Darme Q\.Mr- A
< ;

Pemit everyone and require MFA, alow automatic device registr, .

Choose Access Control Policy
Stape Choose an access control policy
@ Welcome
Name Description

Grant access to everyone and requir
Grant access to everyone and requir
Grant access to the intranet users ar
Grant access to everyone and requir
Grant access to everyone and requir
Grant access to the intranet users.

(“rant arrace tn 1 ware o Ana Ar mare

>

Policy

Permit everyone

[ 1do not wart to configure access control palcies 2 this time. No user wil be pemitted access for this

Review the configuration. This can be updated later if required.
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%Add Relying Party Trust Wizard

Ready to Add Trust

Steps The refying party trust has been corfigured. Review the following settings, and then click Next to add the

@ Welcome relying party trust to the AD FS configuration database

@ Select Data Source Monitoring  identfiers Encryption  Signature  Accepted Caims  Organization  Endpoints  Note ¢ | *
@ Specy Display Name Specify the monitoring settings for this relying party trust

@ %’;?cc’)‘_’e Access Control Relying party’s federation metadata URL:

@ Readyto Add Trust I

@ Finish fondor relying pat

This relying party’s federation metadata data was last checked on:
<never >

This relying party was last updated from federation metadata oni:
<never >

<revos | [ N> ][ Conce

Adding a Claims Rule

Claim rules map user information into the SAML subject name identifier and SAML attributes
that are included in the SAML assertion sent to the service provider.

Add arule.
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Edit Claim Issuance Policy for ExampleServiceProvider

lssuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name Issued Claims

| AddRule... | | EdtRule. | | Remove Rue..

=

oK Cancel | | ‘ool

User properties in Active Directory will be used.
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Qi Add Transform Claim Rule Wizard X

Select Rule Template

Sape Select the template for the claim e that you wart 1o create from the folowing lst. The description provides
@ Choose Rule Type details about each claim ne template,
@ Configure Clam Rule Zaim e template

Send LDAP Attrbutes as Clams v

Claim nue template descrption

Using the Send LDAP Atirbute a3 Claims nie template you can select attributes from an LOAP atinbute
store such as Active Directory to send as clams to the refying party. Mutiple aitnbutes may be sent as
multiple claims from a single rule using this rule type. For example, you can use this rule template to create
a nde that will exdract attribute values for authenticated users from the dsplayName and telephoneNumber
Active Directory attribites and then send those valses as two different outgoing clams. This rule may also
be uzed to send al of the user's group memberships. If you want to only send individual group
memberships. use the Send Group Membership as & Claim rule template.

<Bevea Cancel

Specify the mapping.
In this case the user principal name (UPN) is mapped to the SAML name identifier (Name ID).
The user’s given name and surname are mapped to SAML attributes.

Note that to support SAML logout, a claims rule mapping for the SAML name identifier (Name
ID) is required.
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Configure Rule

Steps
@ Choose Rule Type

@ Configure Clam Rule

Qo Add Transform Claim Rule Wizard

You can configure this nie 1o send the values of LDAP atinbutes 38 ciaims. Select an atinbute store from which

to extract LDAP attnbutes  Spacfy how the atirbutes will map to the outgoing cliaim types that will be issued

from the nule.
Claim nde name:

|Send LDAP Attrbutes as Caims

Rule template: Send LDAP Attrbutes as Caims
Afirbute gtors:

Mapping of LDAP sttribetes 1o outgong clam types:

LDAP Attribeste (Select ortype to
| add more)

Outgoing Caam Type (Select or type to add more)

User-Pancipal-Name v

Name 1D

Given-Name v

Given Name

Sumame v

Sumame

(4] v

Alternatively, the user’s email address may be mapped to the SAML name identifier (Name ID).

10
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Edit Rule - Send LDAP Attributes as Claims X

You can configure this rule to send the values of LDAP attibutes as claims. Select an attribute store from which
to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be jssued
from the rule.

Claim rule name:
|Send LDAP Attributes as Claims
Rule template: Send LDAP Aftributes as Claims

Attribute store:

Active Directory v

Mapping of LDAF attributes to outgoing claim types:

Iggﬁnp‘g;me : A Outgoing Claim Type (Select or type to add more)
E-Mail-Addresses v [Name ID o
Given-Name v | Given Name g
Sll'narne v | Sumame F
[ 2] v W

View Rule Language.. Cancel

Specifying the Name ID Format
By default, no Name ID format is specified with the Name ID included in the SAML assertion.

A Name ID format may be specified if required by the service provider.

A Name ID format must be specified if the service provider specifies a Name ID policy in the
SAML authn request, other than “urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified”.

For example, if the SAML authn request specifies a Name ID policy of
“urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress”, the corresponding Name ID
format must be returned in the SAML assertion.

To include the Name ID format, add a custom rule.

11
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Qi Add Transform Claim Rule Wizard X

Select Rule Template

Steps Select the tempiste for the claim nde that you want 1o creste from the folowing kst The description provides
@ Choose Rule Type details about each claim ne template,
@ Configure Clam Rude Caim rule template

Send Clams Using a Custom Rule v

Caim nue template descrption

Using a custom rule. you can create nies that can't be created with a rule template. Custom nules ars
writen in the AD FS clam rule language. Capabiities that require custom ndes include:

* Sending clams from a SQL attribute store

* Sendng clams from an LDAP attribute store using a custom LDAP fiter

* Sending claims from a custom attdbute store

+ Sending claims only when 2 or more incoming claims are presest

* Sendng clams only when an incoming claim value maiches 3 complex pattem
« Sendng clams with complex changes to an incoming clam value

* Creating clams for use only in later nulss

Frewos Next > Cancel

The custom rule transforms the
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier claim to include a
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format claim property with
the value urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress.

Theruleis:
c:[Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier"]

=> jssue(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer = c.Issuer, Originallssuer = c.Originallssuer, Value = c.Value, ValueType = c.ValueType,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress");

12
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Configure Rule

Steps
@ Choose Rule Type

@ Configure Clam Rule

QU Add Transform Claim Rule Wizard

You can configure a custom claim rule, such as a nde that requires multiple incoming claims or that extracts
claims from a SQL attribute store, To corfigure a custom nile, type one or more optional condtions and an
ssuance statement using the AD FS ciaim rule language

Claim rule name

| Specty the Name ID Format

Fude template; Send Caims Using 2 Custom Rule
Custom rule

c: [Iype ==
"htop://achemas.xmlaocap.org/ws/2005/05/1idencity/claima/nameidentifier”]
w> issue(Iype =

"heep://achemas. xmlscap.org/wa/2005/05/1dentity/claims/nameidencifier”,
Issuer = c.Issuer, Originallssuer = c.Originallssuer, Value = c.Value,

ValueType = c.ValueType, Properties

["htop://achemaa, xmlscap.org/wa/2005/05/identicy/claimproperties/ format
"] = "urn:pasis:names:tc:SAML:1.l:nameid-format:emaildddress”);

The rule order is important. The custom rule must be applied after the mapping of the LDAP
attributes to outgoing claims.

13
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Edit Claim Issuance Policy for ExampleServiceProvider

lssuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name Issued Claims
1 Send LDAP Attrbutes as Claims Given Name, Sumame Na...

Specify the Name ID Format <See claim rule>

| AddRue.. | | EdtRue.. || RemoveRue.. |

OK || Cancel || fosly

Reviewing Relying Party Configuration

The configuration may be reviewed or modified through the relying party’s property tabs.

14
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ﬁADFS
Q2 He Acton  Yeew findow Help
s amBm

0 ADFS
. Service
 Access Control Policies
. Relying Party Trasts
© Claims Provider Trusts
= Applcation Groups

Relymg Party Trusis

Add Relying Party Trust..

View »
New Window from Here

0 Refresh

Help

Update from Federstion Metadsta
Ed#t Accems Control Policy,.,
Ede Clam Issuance Pobicy...
Drzabie
Propertes

XK Delete

Help

The organization information from the imported SAML metadata, if any, is displayed.

15
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Monitoring |dentifiers Encryption Signature Accepted Claims
Organization Endpoints Proxy Endpoints Motes Advanced

This relying party publishes the following onganization information in federation
metadata.

OK Cancel Apphy

ExampleServiceProvider Properties X

The endpoints are the URLs and SAML bindings used when communicating with the service
provider.

The SAML assertion consumer service receives SAML responses as part of SSO.
The SAML logout service receives logout messages as part of SAML logout.

Note that ADFS treats URLs as being case sensitive.

16
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X

ExampleServiceProvider Properties

Monitoring |dentifiers Encryption Signature Accepted Claims
Organization Endpoints Proxy Endpoints Motes Advanced

Specify the endpoints to use for SAML and W5-FederationPassive protocols.

LIRL Index  Binding Default Fe
SAML Assertion Consumer Endpoints
https:/Aocalhost :44360/5AM... 0 POST fes
5AML Legout Endpoints
https:/Aocalhost:44360/5AM... Redirect Mo
£ >
Add SAML...
Add W 5-Federation... Remove Edit...
OK Cancel Apphy

Proxied endpoints aren’t used in this example.

17
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ExampleServiceProvider Properties X
Monitoring |dentifiers Encryption Signature Accepted Claims
Organization Endpoints Proxy Endpoints Motes Advanced

The following shows the proxied endpoints for this relying party trust.

URL

QK Cancel

Apply

Notes are internal to ADFS and for documentation purposes only.

18
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ExampleServiceProvider Properties X

Monitoring |dentifiers Encryption Signature Accepted Claims
Organization Endpaints Proxy Endpoints Motes Advanced

Specify any notes about this relying party trust.
Motes:

QK Cancel Apphy

Either SHA-1 or SHA-256 may be specified as the signature algorithm.

SHA-256 is recommended.

19
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ExampleServiceProvider Properties X
Monitoring |dentifiers Encryption Signature Accepted Claims
Organization Endpaints Proxy Endpoints Motes Advanced

Specify the secure hash algarthm to use for this relying party trust.
Secure hash algorthm: | SHA-256 e
DK Cancel Apply

ADFS supports monitoring a URL for SAML metadata updates.

20
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Organization Endpoints Proogy Endpaints Motes Advanced
Monitoring Idertifiers  Encryption  Signature  Accepted Claims

Specify the monitoring settings for this relying party trust.
Relying party’s federation metadata LRL:

I Test URL

[ ] Monitor relying party

This relying party’s federation metadata data was last checked on:
< NEVET =

This relying party was last updated from federation metadata on:
< NEVEr =

OK Cancel Apphy

ExampleServiceProvider Properties X

Relying party identifiers correspond to SAML metadata entity IDs.

The relying party identifier must match exactly with the service provider’s configured name.

21
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ExampleServiceProvider Properties X
Organization Endpoints Proogy Endpaints Motes Advanced
Monitoring ldertfiers  Encryption  Signature  Accepted Claims
Specify the display name and identifiers for this relying party trust.

Display name:

Example Service Provider

Relying party identifier:

Add
Example: https://fs.contoso com/adfs./services trust
Relying party identifiers:
https ./ /Example Service Provider Remove
OK Cancel Apphy

The encryption certificate is specified if the SAML assertion is to be encrypted.
If specified, it’s the service provider’s encryption certificate.

In many scenarios encrypting the SAML assertion isn’t required as the privacy provided at the
transport layer by HTTPS is sufficient.

The certificate should be removed if the SAML assertion is not to be encrypted.

22
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Organization Endpoints Proogy Endpaints Motes Advanced
Monitoring ldertifiers  Encryption  Signature  Accepted Claims

Specify the encryption cerificate for this relying party trust.

Encryption cerfficate:

lzsuer: CM=vwww sp.com
Subject: CM=vwww sp.com
Effective date: 11/22/°2013 6:23:21 PM
Expiration date: 1/1/2050 12:00:00 AM

Browse... View... Remove

OK Cancel Apphy

ExampleServiceProvider Properties X

The signature certificate is specified if the signatures on SAML messages from the service
provider are to be verified.

If specified, it’s the service provider’s signature certificate.

It’s recommended that SAML messages from the service provider are signed.

23
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ExampleServiceProvider Properties X

Organization Endpoints Proogy Endpaints Motes Advanced
Monitoring ldertifiers  Encryption  Signature  Accepted Claims

Specify the signature verfication cerificates for requests from this relying
party.

Subject lssuer Effective Date Expiratic
[E=]CN=wwwsp.... CN=wwwspcom 11/22/20136:2.. 1/1/20

Add.. View. .. Remove...

OK Cancel Apphy

The accepted claims are specified through the service provider’'s SAML metadata.

These are for documentation purposes and don’t affect the claims sent by ADFS.

24
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ExampleServiceProvider Properties X
Organization Endpoints Proogy Endpaints Motes Advanced
Monitoring ldertifiers ~ Encryption  Signature  Accepted Claims

This relying party publishes the following claim types as accepted claim types
in federation metadata.
Accepted Claim Types Required
OK Cancel Apphy
ADFS SAML Metadata

Metadata may be downloaded from:

https://<server-name>/FederationMetadata/2007-06/FederationMetadata.xml

For example:

https://adfs.componentspace.com/FederationMetadata/2007-06/FederationMetadata.xml

25
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Service Provider Configuration

The following partner identity provider configuration is included in the example service
provider’s SAML configuration.

<PartnerldentityProvider
Name="http://adfs.componentspace.com/adfs/services/trust"
Description="ADFS"
SignLogoutRequest="true"
SignLogoutResponse="true"
WantLogoutRequestSigned="true"
WantLogoutResponseSigned="true"
SingleSignOnServiceUrl="https://adfs.componentspace.com/adfs/ls/"
SingleLogoutServiceUrl="https://adfs.componentspace.com/adfs/ls/">
<PartnerCertificates>
<Certificate FileName="Certificates\adfs.cer"/>
</PartnerCertificates>
</PartnerldentityProvider>

Some of this information was extracted from the ADFS SAML metadata.

The partner certificate file corresponds to the signing certificate included in the metadata.
ADFS doesn’t require the SAML authn request to be signed although it is recommended.
ADFS requires SAML logout messages to signed.

Ensure the PartnerName specifies the correct partner identity provider.

<add key="PartnerName" value="http://adfs.componentspace.com/adfs/services/trust"/>

SP-Initiated SSO

Browse to the example service provider.

26
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Example Service Provider

This example demonstrates using the ComponentSpace SAML v2.0 library to enable SAML single sign-on as
the service provider

830 o the [dentity Provider

Click the button to SSO to the identity provider.
Log into ADFS.

The login method (e.g. forms authentication, Windows authentication) will be dependent on the
authentication methods configured in ADFS and the browser type.

The following is the authentication prompt displayed by Microsoft Edge when Windows
integrated authentication is enabled but the user is not logged into the domain.

27
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Windows Security

Microsoft Edge

Connecting to adfs.componentspace.com.

test@componentspace.com

oK

Cancel

The following is the forms authentication prompt displayed by Google Chrome.

28
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0 sgni

x

e

« C A Notsecure  htps://adfscomponentspace.com/adty/ls/7SAMLAoquest=Z1iTalwi . & @ O ©

ComponentSpace

Sign in with your organizational account

test@compenentspace com

A ]

m}

6]

a

x

The user is automatically logged in at the service provider.
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Example Service Provider

This example demonstrates using the ComponentSpace SAML v2.0 library to enable SAML single sign-on as
the service provider

|dP-Initiated SSO

Browse to:
https://<server-name>/adfs/ls/IdplnitiatedSignon
For example:

https://adfs.componentspace.com/adfs/ls/IdplnitiatedSignon

30
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B/ & D sani X =~

e L O Q @ Cerrdicate eros

Log into ADFS.

11 componentspace com ot

vvvv

ComponentSpace

You ate not sgred in

 Sign in 1o this ste
) Sign in 1o one of the following sites:

Eaarpieleryen M ncier
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Windows Security

Microsoft Edge

Connecting to adfs.componentspace.com.

test@componentspace.com

oK

Cancel

Select the service provider and sign in.

32
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B/ = = sonin X =~

e — O Q @ Certdicate prroe i1 componentspace com / ud s T sdpmitutsd ignon

ComponentSpace

You are signed in

& Sign in 1o ane of the following st

{ BaompleSeryce Provider

& Sign cut from all the sites that you have sccessed,

) Sign cut fram this site.

The user is automatically logged in at the service provider.

33
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Example Service Provider

This example demonstrates using the ComponentSpace SAML v2.0 library to enable SAML single sign-on as
the service provider

SAML Logout

Both SP-initiated and IdP-initiated SLO are supported.
IdP-initiated SLO may be invoked from:
https://<server-name>/adfs/ls/IdplInitiatedSignon

For example:

https://adfs.componentspace.com/adfs/ls/IdplnitiatedSignon

Select to sign out from all sites.

34
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® = 5 Signin x 4 - - o x
&~ — O A () Certdicats wror ol componentspace coen b /1| dplnit e anon +r ﬁ £ @

ComponentSpace

You are signed in

 Sign in 1o ane of the following sites

{ BaarpleSeryoe Pravider

@ Sign cut from all the sites that you have sccessed

) Sign cut fram this site.

Depending on the authentication method and the browser used, although ADFS reports logout
as successful, the user may not be logged out from ADFS.

For example, with forms authentication and using Chrome, the user is logged out from ADFS.
When using Microsoft Edge, no error occurs but the user is still logged into ADFS.

This functionality is controlled by ADFS.

ADFS Authentication Methods

ADFS supports a number of authentication methods that may be configured based on whether
the userisin the intranet or not.

35



ComponentSpace SAML for ASP.NET ADFS Relying Party Integration Guide

QA0
@ [ foon  Yiew  indow
= zm B
L ADFL
v | Sereme
 Attnbats Stores
| Actimeticaten Methass
| Conhicate
1 Qe Descnphions
Devce Tegarnation
 Endgoints
1 Scope Descrptaan
1 Web Apghcatren Provy
- Accens Carmezl Policies
21 Retyng Pasy Truss
Clarrws Srovder Trusty
Apghaation Groups

Authenticaton Methods Overview

You can oorfigues Dy Bl ertcsnn vediods 3nd mAH Ay B0 WLC RN refedy
Loom mem
M5 Hep

Primary Authentication Methods
Famay mttarscaton @ spared for o cars fyng io ecoess sppicators g ute AD FS G stbwrtcsson . You com e aters
Deow 13 Configues semings 4 (VIndry Bdherntotn mtneds
Bowm Fores Atrarscaton (=
Revoht Frsspit Athesciten

it Forms Atsertcston
Windows Authenscation
Faxgot Atersceon
Multi-factor Authentication Methods
You can ute options belon 3 COngum 580INgs for R Aacior SNrdCsion redods
Adtwacaton Wathods T corfgumd Ea

Asthentication Methode

Edit Bromary Autcarmcation Mathe.

Fekt AMum-Factor Asthertication M.
View »
New Window fram Here

G Rebmsh

B n

The default configuration is to use Windows authentication for intranet users using a browser
supporting Windows integrated authentication. Otherwise, forms authentication is used.
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Edit Authentication Methods X

Primary ' Multifactor

Select authentication methods. By selecting more than one authentication method, you enable
users to have a choice of what method to authenticate with at signin

If Integrated Windows authentication method is specfied. & appears as the default
authentication method on browsers that support Integrated Windows authentication

Learn more about Azure MFA (Multi-Factor Authentication)

Exranet

Forms Authentication

[] Certfficate Authentication

[[] Device Authertication

Microsoft Passport Authentication

Intranet

Forms Authertication

Windows Authentication

[[] Certficate Authentication

[T] Device Authentication

Microsoft Passport Authentication

ab Azure MFA authentication methods will not be available until an Azure Active
Directory tenant is configured. Learn More

(i To use device authentication as a pamary authentication method, you need to configure
device registration.

Windows Integrated Authentication

For a user logged into the domain, Windows integrated authentication, means the user is not
prompted to login again. The Windows user principal name is used instead.

If Windows integrated authentication is enabled but the user is not logged into the domain,
ADFS returns a 401, unauthorized, error to the browser which will prompt the user for their
credentials and send an authorization header along with the SAML authentication request to
ADFS.

Note SAML logout will be successful but the user will remain logged into ADFS.

Browser Support
Microsoft Edge and Internet Explorer support Windows integrated authentication by default.

Support for other browsers may be enabled using the WIASupportedUserAgent setting.
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https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-ad-fs-
browser-wia

The default settings support Internet Explorer and Microsoft Edge.

The “=~” syntax indicates a regular expression when matching the user agent.

| B Administrator: Windows PowerShell - ol X

WIASUppOrtTeguseragents

The following PowerShell command includes Chrome as a supported user agent.

Set-AdfsProperties -WIASupportedUserAgents ((Get-ADFSProperties | Select -ExpandProperty
WIASupportedUserAgents) + “Chrome”)

The following command includes Firefox as a supported user agent.

Set-AdfsProperties -WIASupportedUserAgents ((Get-ADFSProperties | Select -ExpandProperty
WIASupportedUserAgents) + “Firefox”)

| E® Administrator: Windows PowerShell - ] *

wlASupportTeduseragents

Rights management Client
ldersClient

\S*NT. *Edge

The following command removes Chrome and Firefox from the list of supported user agents.
Set-AdfsProperties -WIASupportedUserAgents (Get-ADFSProperties | Select -ExpandProperty
WIASupportedUserAgents | Where-Object { $_ —ne "Chrome" -and $_ —ne "Firefox" })

Default User Name

ADFS accepts a username query string parameter that specifies the user name to include in the
login form.
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o - .9
0 Sign i x

& C | A Notseours | hitgs//adfs componentspace. comsdls N/ Nuserame= johndoedicomponsntspacecomdSs.,. % @ 0 8 « B G

ComponentSpace

Sign in with your organzational account

ohndos@compenentspace com

Password

x

The syntax is:

https://<server-name>/adfs/ls/?username=<user-name>
For example:

https://adfs.componentspace.com/adfs/ls/?username=johndoe@componentspace.com

This is useful if for some reason the user has already entered their user name at the service
provider.

For security reasons, ADFS does not support passwords being included as a query string
parameter.

The OnResolveUrl delegate may be used to update the SSO service URL with the query string
parameter. Refer to the Developer Guide for details.

Troubleshooting ADFS SSO

If an error occurs, ADFS will display a generic error message in the browser or return a generic
Requester/Responder error to the service provider.

To troubleshoot configuration and other problems, refer to the ADFS event log.
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For more information on troubleshooting ADFS, refer to:

https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/troubleshooting/ad-fs-

tshoot-overview

To enable ADFS trace logging, refer to:

https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/troubleshooting/ad-fs-

tshoot-logging
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